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1- OBJECTIVE

This Policy applies to all executives, employees and contracted personnel [referred in the policy
hereafter as “the AXA staff or Company’s staff or the staff’] of AXA Cooperative Insurance
Company [referred in the policy hereafter as “the Company”].

The objectives of this policy are as follows;
- to provide direction to the Company’s staff to report concerns and to provide options for
reporting concerns as well as to assure them that they will be protected from retaliation.

- to define a common allegations escalation process applicable to all Company staff
(including a standard escalation and detection process, classification of misconducts and
allegations that would need to be reported, etc.)

- to provide direction to the Heads of those functions that are likely to be the initial recipient
of alleged employee and/or tied agent misconducts: Line Manager (CEO, CFO, CRO, etc.),
HR, Legal, Compliance, and Internal Audit;

- to set out the reporting requirements for staff nominated to centralize, handle and log
allegations — the local Head of Compliance, or by delegation the lead of Special
Investigations.

The Policy has been drafted in line with the AXA requirements and complements with the
procedures outlined in:

- AXA Compliance and Ethics Guide

- AXA Standards

This Policy is not developed with the objective to provide basics and core concepts with know-how,
tips and techniques that must be known and applied on the course of a special / material
investigation. Compliance and Special Investigation Team.
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2- WHISTLE-BLOW COMMUNICATION
a) The Whistle-blower

Since “whistleblowing” has different meanings depending on local legislations, a definition has
been established: at AXA, whistleblowing is the action by which a person (employee or not)
escalates, exposes or reports any nature of information, operation or activity that is presumed or
alleged incorrect, unethical or illegal. The allegation may be collected directly or indirectly, orally or
in writing.

An individual who reports an allegation is named below “whistle-blower” for practical reasons with
no link with any legal definition.

Allegations could be reported by any individual at the Company without any limitations to their
location, seniority or department. The preferred method of allegation communication is via email.
However, letters, phone calls or meetings in person to / with designated whistleblowing recipient
who is the Head of Compliance and / or by delegation the local Special Investigation Lead can
also be preferred by the whistle-blower. The whistle-blower should include sufficient information to
allow the alleged misconduct to be investigated.

b) Whistle-blowing & Designated Recipient

No other staff member but Compliance and “ d e | $pgcaat lewkstigation Lead”
authorized to lead an investigation falling in the scope of the Investigation Practice (special
& material investigations). Compliance Department is accountable for the receipt, analysis
and reporting of whistle-b | ows / all egations and for all
The whistleblowing contact details are as follows;

- Submission to the local Head of Compliance;

Fahad Alzahrani, Senior Compliance Manager

Email: Fahad.Alzahrani@axa-cooperative.com

Tel: +966560401608

- Staff members who are unwilling to report whistle-blows through local channels can contact
directly via email to the account mentioned below;

Email: speakup.acic@axa-cooperative.com

To maintain and ensure confidentiality at all times, every reasonable effort would be taken to keep
the whistle-blower’s identity confidential. The same reasonable effort should also be taken by the
whistle-blowers themselves. The person who is targeted by the allegations must not be notified or
disclosed in any way until such time that this has been approved by the Compliance Head and / or
by delegation the local Special Investigation Lead.

The AXA Compliance and Ethics Guide’s section 6 “Reporting Misconduct’ encourages all AXA
staff to promptly report any practices or actions that they believe are inappropriate or inconsistent
with any of the policies set forth in the AXA Compliance and Ethics Guide as well as local or
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international laws and regulations applicable to the Company. The types of inappropriate actions
and behaviours are explained later in this document for reference. Whistle-blowers would not suffer
or be held accountable for a complaint made in good faith for which the investigation proved
allegations as being non-substantiated.

However, if complaints are found to have been made maliciously then the authors may be subject
to disciplinary action and/or legal proceedings. The followings are considered as actions under this
policy which might attract disciplinary action and/or legal proceedings:

- Making complaints with malicious intention

- Retaliation against those who make reports in good faith

- Notifying the person who is whistle-blown against without approval from the Head of
Compliance or by delegation the local Investigations Lead.

- Involvement in any other action which may compromise the investigation

- Non-compliance with the requirements of this policy

¢) Whistle-blow Detection Channels

The indicators or speculation about an inappropriate, unethical, or illegal behaviour might be
obtained or revealed through various available channels. The most common detection channels
are listed below for reference. All AXA staff members who become aware of a whistle-blow
concerning an inappropriate, unethical, or illegal behaviour should inform designated whistle-
blowing contacts immediately regardless of the channel they obtained this information.

The Main Description
whistleblower detection

channel
(how?)

1 Daily work Identification as part of the usual management, monitoring or auditing
processes (excluding IT controls).

2 IT controls IT controls raised anomalies in operations management (exception report,
data analytics, etc.).
Employee : : e - -
pioy: 3 By chance Fortuitous identification by a staff member not taking part in the related
management, monitoring and auditing processes.

4 Internal tips & Any discomfort (including confessions) or doubt on operations reported by a
rumors staff member.

5 Customers Customers may be reporting product mis-sellings, signature forgery,
misleading of endowment policies leading to financial loss for the customers,
unethical behavior or any other fraudulent practices perpetrated by AXA staff
members against them. Those alleged misconducts, provided they are
qualified as ‘special’, must be logged and classified in one of the 7
categories of allegations.

External 6  Other third Identification by third parties (i.e., non-tied agents, partners, competitors,
parties parties statutory auditors, etc.) as part of their on-going business relationship with
AXA staff members.

7  Anonymous Escalation of allegations by an unidentified individual. Note that anonymous
allegation received does not systematically include information on how the
whistleblower was made aware of potential deviant practices by AXA staff
members.
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d) The Category of Whistle-blows / Allegations

This Policy covers suspicion of inappropriate, unethical, or illegal behaviours conducted by a
member of staff or a tied agent. These behaviours might be in many different forms but for ease of
categorisation and analysis, the AXA uses 7 generic types of misconduct:

Category of
allegations

Description

Illustrations

Corruption

Bribery

The offering, giving, receiving, soliciting of
something of value for the purpose of
influencing the action of a third party or an
individual in the discharge of his usual
professional duties. Bribery is a search for
undue influence over an individual action,
mostly to obtain an illegitimate advantage, to
gain or retain business (contract award or
contract execution).

Facilitation payment

Small payment (cash, gift of limited value)
made to government official to facilitate,
speed up or expedite routine administrative
processes, which they are bound to perform.
The payment is not intended to influence the
outcome of the official’s actions, only its
timing.

Conflicts of interests

A situation that has the potential to
undermine the impartiality of a person
because of the possibility of clash between
this person’s self-interest and professional
interest. Indeed, professional judgement or
actions of an employee could be impaired
due to personal interests.

lllegal gratuities (qifts and trips

The act of paying, offering or receiving gifts
(ticket for sport events, gift vouchers, opera
tickets, luxury jewels, other lavish
entertainment, etc.) or trips (all-inclusive
week-end in a Spa outside the country of
operation, etc.) that are considered as
excessive or sumptuary in a professional
context and which could create a situation
where a quid pro quo is expected.
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- A third party intermediary paid to gather illegally
all necessary data to ensure a public Tender will
be won.

- An employee requesting payments from
customers to facilitate their claims approval.

- An employee paying USD 10 to a consular
official to get their travel visa in 3 days instead of
10.

- Small payments made to process papers, or
issue permits quicker than usual collection delay.

- A procurement team member selected a higher
cost service provider as he holds shares of the
service provider, or because his wife is the sales
manager of the service provider.

- An executive hiring / imposing family members
to be hired without following the usual HR
process, without any match between required
skills to the job and competence / professional
background of the relative, and/or with a salary
proposal that do not match company salary
scales.

- A manager has an alleged love affair with his/her
subordinate that may unfairly influenced the
subordinate career evolution, and/or exposes the
company to inappropriate commitment with third
party, supplier, service providers, etc.

- An executive accepting a week end (all
inclusive), with wife and kids, in a 5 stars hotel
and just before a tender is initiated to select the
location where the company annual meeting will
be organized.
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Category of

allegations

Description

Illustrations

Kick back (retro-commissions)

The giving or receiving anything of value to
reward an illegitimate business decision
taken (generally without the employer’s
knowledge or consent) and that benefits the
individual or the company who received it.

- A service provider pays back a commission to an
employee to reward additional jobs granted.

- An employee asking a customer to give him cash
to incentive the quick claim processing
completion, or an undue additional premium
granted to cover a claim.

HR matters

Misappropriation
of assets

ACIC Whistle-Blowing Policy & Procedures

Harassment

It is an abusive behavior which manifests by
systematic and repeated inappropriate
gestures, words or actions by one party or a .
The objectives may vary and could include
racism, personal malice, attempt to force
someone to do something against their will
(ex: granting sexual favors, quitting a job,
etc.). Those continued, unwanted and
annoying acts weaken an individual, develop
their anxiety, make them fearful and/or affect
their dignity.

Discrimination

Discrimination results in an unfavorable or
unequal treatment compared to others, which
is based on inappropriate or illicit criteria
(such as age, gender, origin, nationality,
ethnic , sexual orientation, health situation,
religion, political opinion, physical
appearance, etc.).

Other inappropriate behaviour

Any behaviour deemed inappropriate in a
professional environment, provided it relates
or involves a Senior Executive (inappropriate
management style).

lllegal internet site consultation

It is an offense for an employee to consult or
possess indecent pictures of a child, to
screen adult movies while at work or to
access to any websites deemed illegal,
inappropriate or not aligned to business
purposes.

Theft of cash

The theft of cash involves the outright
stealing of cash, money, funds, actions,
bonds, or any asset with a fiduciary value.

The main schemes foreseen in that sub-
category are relating to:

- Stealing money from company (petty
cash or bank account);

INTERNAL

- A manager offering one direct report a promotion
in exchange for regular sexual favours.

- An employee is subject to repeated insults, racist
comments and verbal violence from a peer in an
open space.

- An employee is terminated because she
announced she was pregnant.

- An employee was demoted with an open
rationale linked to seniority of the person.

- A Senior Executive is recurrently aggressive to
team members (shouting excessively, over
pressurizing, lacking respect, etc.).

- An employee using company’s printers and other
professionals’ devices to look at pedo-
pornographic pictures.

- An employee sharing frequently adult movies
links using his professional email address and
during normal working hours.

- Diverting company money: diverting / stealing
company checks or organizing unauthorized wire
transfers to own bank account.

- Misuse of customer account / contract: a Tied
Agent performs financial transactions (to their
benefit) on the customer account without him
being aware or getting his approval and diverts
their money.
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Category of

allegations

Description

Illustrations

- Diverting customers’ funds: benefiting the
access to customer accounts/contract to
divert their money; diverting claim
payments; diverting customer premium or
other payments.

Fraudulent disbursements

It corresponds to all the schemes that could
be used by an employee or a Tied Agent to
obtain a cash out payment from the company
(directly or indirectly to their benefits).
Generally, the fraudster employee tries to
divert company money circumventing 3 main
processes: procurement, payroll, travel and
expenses claim.

Theft, misuse or abuse of other company
assets

The theft involves the stealing on non-cash
assets (IT devices, company furniture and
equipment) or the abusive usage of company
devises made available to complete job
function.

Leakage or theft of company data

It corresponds to an unauthorized transfer of
classified information (payroll, customer data,
strategic data, financial records, etc.), from a
computer or a data center, outside the
company network.

- Diverting claim payments: (i) changing the client
bank account detail so as another beneficiary will
receive the claim payment (partially or fully); (i) an
employee or a tied agent is the usual and regular
beneficiary of a claims payment (massive
modification of claim payment beneficiary in the
claim system).

- Diverting customer premium: collecting premium
from customers without registering the insurance
policy/contract; cancelling policies and diverting
premium reimbursements.

- Fraudulent vendor payments: creating fictitious
vendors or invoices, accepting the payment of an
invoice knowing that there was no service
provided (this includes collusion with a supplier or
service provider).

- Payroll schemes: payment of wages to ghost
employees, creating a fictitious employee and
providing one’s own bank account detail for salary
payment, manipulation of wages so as to divert
partially/totally related payments or to get extra
undue payments, etc.

- Fraudulent travel expenses: requesting
reimbursement of personal expenses through
Travel & Entertainment, falsifying expenses
receipt to get refund twice, creating fictitious
receipt and claim for refund, etc.

- During office moving, an employee steals all the
computers or mobile devices in stock.

- An employee is using the company gas credit
card for personal purposes (toll payment when
going in vacations, refill personal car’s tank,
superstore parking payment).

- Recurring and numerous personal phone calls to
countries not included in the professional phone
package.

- An employee using company IT devises to
illegally and massively download movies.

- An employee sending the company payroll to
their personal email address.

- An employee making a full copy of the entire
network folder of the department of belongings,
right before leaving to a competitor.

- A Tied Agent selling company customer data to
a competitor as its contract with the company will
come to an end soon.

INTERNAL
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Category of Description Illustrations

allegations

Understating expenses

- Capitalize operating expenses
- Failure to report expenses

- Delay recording of expenses

Understatement of liabilities or expenses
It means:
- Excluding or diminishing costs (no record,
partial recording) in the books;
- Or discounting / lowering any other
financial obligations of the company.

Understating liabilities

- Omit to record a material liability

- Manipulate a previously reported liability
- Failure to record accounts payables

Overstating revenue
Fraudulent - Record future expected sales

financial - Book fictitious sales through fictitious customer
statements - Inflate sales to actual customers
- Recognize revenue prior to meeting all terms
- Re-invoice past du account to improve

Overstatement of assets or revenue .
receivables age

It-Tr?SSZi:n fictitious assets or revenue in the - D73 R0 e

books 9 - Manipulate customer incentives and discounts
- Or inappropriately inflating asset values or Overstating assets

revenue. Sverstaling assets

- Lower depreciation amount

- Failure to record depreciation expenses
- Record fictitious accounts receivables

- Duplicate accounts receivables

- Consolidate entities not under control

- Omit to record impairment losses

- A senior manager adjusted KPIs in an

Alteration or misrepresentation of non- inappropriate way in order to improve his team’s
financial information results.

It consists in wrongly modifying or adjusting

non-financial information, which will mislead - A Tied Agent manipulated system data in order

the recipient of the information and influence to get lower premium for customers.
wrongly its future decision or a future

operation/transaction. Non-financial - Allocating business to an agent that was not

information includes business reporting, HR involved in the sales process or never in contact

info, system data, pricing elements, etc. with the clients to increase future commission
Other fraudulent rate.

statements

- Falsification of Customer signature to organize
inappropriate operations on their behalf, without
them being aware and in an objective (i) to divert
their money of the services they are supposed to
benefit; (ii) or to be granted further incentive.

Forgery & fictitious documents

The creation of false written documents or
alteration of genuine ones with the intent to
defraud. It can range from filling in blanks on
a document containing a genuine signature,
altering or deleting existing information on a
document in an objective to use it
fraudulently and to the fraudster benefits.

- Falsification of supporting documentation
(Invoices, Payment evidence, Certificates...).

- Creating fictitious customer contract or sales
information to get a higher level of commission.
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Category of

allegations

Description

Illustrations

Other breaches
of applicable
laws or
regulations

Fraudulent Claims

A Tied agent or an employee creates a
fictitious claim, or alters / manipulates
existing claims with the intent to obtain an
undue financial /fiduciary outcome from the
insurance claim process.

Omission of information

Key information or material facts that has
been left out or voluntarily excluded from a
publication, presentation, whether oral or in
written, which can place at risk their recipient
(they could take wrong decision as they were
not mentioned it all about an event, a risk, a
financial position, etc.).

Insider trading
It corresponds to the illegal and unauthorized

use of information available to insiders only
(and non-public) in order to make a profit in
financial trading. The information can range
from business acquisition, merger, financial
results, etc. and more broadly any
information that could influence share market
price.

Unfair competition

It corresponds to (illegal) business practices
that prevent or reduce unfairly competition in
the market.

Money laundering and financing terrorism
Money laundering aims at disguising the
existence, nature source, control beneficial
ownership, location and disposition of
property derived from criminal activities.
Generally the process involves a massive
volume of physical cash, and the prime
motivation is fiscal based.

Breach of Data privacy regulations
Failure to protect, safeguard and monitor
appropriately personal data owns as part of
current business activities. Personal data
range from employee master files to
customer private data, etc.

INTERNAL
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- An employee or a tied agent is increasing
fictitiously the amount of claim payment to be
refund to client: they give right amount of money
to client and divert the extra sum.

- An employee or a tied agent creates a fictitious
claim, by copying one existing, and put
themselves or any of their relatives as the
beneficiary of related payment.

- Financial advisor failing to provide adequate
investment recommendation to their clients
(leading to a massive investments) in an objective
to increase their selling incentives.

- An employee buys shares when he knows that a
merger is going to be announced within the next
day or so and that the company stock is likely to
go way up.

- An employee tips others when he has non-public
information so that they can make profit over it.

- Two companies agree on market price in order
to avoid the entry into the market of a new
competitor.

- Acquiring or merging with an entity that will give
the company a monopolistic situation on the
market.

- The frequent receipt of funds from or transfer of
funds to foreign countries, relatives and/or
financial institutions by a client (that do not show
off, or with who there are limited contact).

- A client that appears to act for a third party or is
the only conduit for obtaining instructions from
ultimate beneficiary of company
Services/products.

- An employee shares publicly on line personal
information related to a VIP customer.

- Voluntarily hiding the existence of failure in data
security management (personal data are not
protected and of easy access — no restriction)
whereas it is known that personal data were
exposed outside the company.
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Category of

allegations

Description

Illustrations

Endangering
health / life /

safety

Others

Weapons introduction

Entering the company with any arm or
(weapon like) device that could inflict
physical damage or harm an individual
(guns, hunting knife, swords, etc.).

lllicit substance introduction

Entering the company, or receiving in the
company premises, substance that are highly
dangerous for individual health. Substances
targeted are:

- Hard drugs those that “stimulate” (such as
cocaine or amphetamines) or inhibit (such
as heroin or sedative-hypnotics) the central
nervous system or cause hallucinogenic
effects (such as marijuana or LSD);

- Other chemical substances, unnecessary
to the business, that could harm individuals
(acids).

Proselytism and terrorism

Proselytism is the act of attempting to
convert a person or a of person to (another)
radical religion or opinion. As it could be
considering as inappropriate, disrespectful
and offensive to individuals, this behavior
must be identified and monitor.

Terrorism consists in using violence as a
mean to create fear and achieve a financial,
political, ideological or religious aims.

Voluntary damages to premises
Intentional degradation, deterioration or
material damage caused to any part of the
office or company premises.

- Knowingly archiving personal data on the server
of one country whereas it is not authorized by
applicable data privacy laws.

For any other breach cases that cannot be
categorized such as (i) breach of AXA standards,
(ii) parallel banking, (iii) breach of other local
laws/regulations, (iv) recurrent mis-sellings

- Guns being found in a bin within company
premises.

- An employee entering with any hard drugs within
company premises to organize deals.

- An employee receiving an envelope containing
unidentified substances.

- An employee suspected of radicalization that
could potentially become a danger for their
colleague employee.

- An employee setting fire which causes massive
damage to the office and/or cause business
disruption.

- An employee writing on walls or destroying a
computer following argument with peers.

Please note that this list is simply to facilitate reporting of the events in a consistent manner across
entities; it is not intended that this list be considered as a comprehensive list of subjects upon which
whistle-blowing events can be made. If it is not clear which category a report should fall into then

ACIC Whistle-Blowing Policy & Procedures
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guidance should be sought from the Head of Compliance — or by delegation the local Special
Investigation Lead.

e) Roles & Responsibilities

Standards, its complementary attachments / instructions and Compliance and Ethics Guide
instructed that Local Head of Compliance is accountable for the receipt, analysis and reporting of
whistle-blows / allegations and conducting and / or delegating all ‘special and ‘material’
investigations.

In terms of whistleblowing procedures, following are the summarized roles and responsibilities of
AXA staff;

The Stakeholder Roles & Responsibilities

Head of Compliance

Head of Compliance &
“del e gSpdciald
I nvestigati or

Staff members - Escalate any concerns identified or any relevant suspicions in writing or orally

CEO (entity senior
Management)

INTERNAL
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The Stakeholder Roles & Responsibilities

- Identify and pass on allegations to the Head of Special investigations (ex:
harassment, discrimination cases or any misconduct reported that allegedly
involved a senior executive)

- Support Head of Compliance to identify and understand legislations and
requirements when it comes to “employee watch techniques”.

- Provide legal consultation / feedback with regards existence of potential regulatory
disclosure

Compliance - Keep up to date and comply with the AXA requirements with regard to whistle-
blowing.

- Establish the local whistleblowing policy in line with local legal and regulatory
requirements and ensure that it is kept up to date and in compliance with local
requirements.

- Ensure that the local process to escalate suspected staff misconduct issues
(allegations) is documented and publicised so that all members of AXA staff
(including temporary staff) have access to it.

- Ensure that all members of AXA staff (including temporary staff) are able to use the
process as described.

- Ensure that those functions that may typically be expected to receive allegations
(i.e. CEOs office, Human Resources, Legal & Compliance, Fraud Control Officer,
Risk Management, and Internal Audit) are aware of the need to pass to the Head of
Investigations any suspicion of inappropriate, unethical or illegal behaviour by a
member of AXA staff.

- Identify compliance related matters such as breaches of applicable laws or
regulations and pass on allegations to Audit Committee (ex: suspicions of
corruption, data privacy breaches, etc.)

Finance/IT/Line manager & Daily work to prevent or detect errors and business malpractices and pass on
allegations to Head of Compliance if any comes to their attention.

IT forensic specialists Before allegations are raised
- Get trained and be ready for IT forensic activities
- Design and document the forensic protocol in compliance with applicable laws

When allegations are raised
- Initiate the collection and preservation data process if there is a need for it (identify
where data is and how best to fully capture it and in complete integrity)

Please note that AXA staff has also roles and responsibilities during the investigation process and
while next steps are designed and implemented. These roles and responsibilities are attached to
this Policy under Section 4 within the document named “Internal Stakeholders' contributions to
Investigation Process”.
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3- WHISTLE-BLOW PROCEDURES
a) The Triage Phase

It is the responsibility of the Head of Compliance — and the local Special Investigation Lead to
complete and document the Triage.

It consists in centralizing allegations and ensuring they result in an adequate process carried out
by the appropriate authority. It starts with the receipt of an allegation (whatever the escalation
channel) and ends with a decision on whether or not to further proceed with a detailed investigation.

Escalate to
Head of Special
Investigations

Forward to the
relevant Head
of Business
Line

Triage comprises the following 3 key tasks: filter allegations, log and pre-analyse special
allegations.

The preliminary analysis consists of carefully reviewing each special allegation to assess if it is
admissible, credible and serious. Under certain circumstances, the whistleblower / certain member
staff may be contacted to gather additional information which helps to clarify the allegations made.
In addition, discreet searches aiming at collecting contextual information without alerting any
potential suspect should be initiated.

The preliminary analysis of a special case should be systematically documented including
allegation description, steps taken to get an in-depth understanding of the case, list of person
contacted, documentation consulted/collected and recommendation whether to investigate the
matter or not. The log of special cases needs to be updated accordingly (ex: closed not
investigated, under investigation).

When a detailed investigation is to be triggered, the Head of Compliance — and / or by delegation
the local Special Investigation Lead should define the most appropriate approach and determine
who within the entity it is appropriate to inform of the allegations before any investigative work is
performed. A record of who has been informed and when should be maintained.
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b) Filter Allegations

This step consists in assessing whether the received allegations relate to a ‘routine’, a ‘special’ or
a ‘material’ case.

To be classified as Special, an allegation should meet the following criteria:

- The allegation relates to a misconduct considered as inappropriate, unethical or illegal
behavior;

- AND the suspect is a Tied agent, or a staff member;

- AND the misconduct falls into one of the categories or subcategories listed above.

Following subcategories to be classified as Special only if highly recurrent or significant amount
(exceed EUR 10K)

- Theft of cash

- Theft, misuse or abuse of other company assets
- Forgery & fictitious documents

- Fraudulent Claims

- Omission of information

If the misconduct does meet those here above criteria, it should be considered as a Routine
case, that is:

- A mistake / an error made during a process flow or the performance of a controlling activity;

- Most misconducts by external parties (customers, brokers, hackers...);

- Other wrongdoings that cannot be classified within the 7 categories and sub-mechanisms
explored (HR grievance for instance).

A special case is considered Material when it meets one of the following criteria:

- Top management related: Allegation involves a CEO, a GSE, a local ExCom member or any
fit & proper’ individual.

- Breach of specific laws: Allegation is linked to the falsification of accounting records, to
corruption or to any other severe breach of applicable laws (money laundering, unfair
competition, insider trading).

- Transversal: Allegation implies a prejudice for entities from at least two countries.

- Severe impact: Allegation impact is assessed as particularly severe (at least EUR 1M direct or
indirect losses, regulatory sanctions, leakage of “secret” data, negative media coverage for the
entire ).
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c) Log of Allegations

All allegations will be logged to the allegation repository in Local Document Management System.
Access rights for each case are strictly limited to the case owner, its region and the Compliance.
Locally, access rights are limited to local Head of Compliance and by delegation Special
Investigation Lead only.

Ideally all record fields on the investigation repository at the Special Investigation SharePoint portal
should be filled. The log of allegations (including material) must include at least: the date when
allegation was received, the detection channel, the initial recipient, the category of allegation, the
sanitized description of the case (no name are to be provided in that section — only department
name), a summary description of what was done and main factual findings, the status of the case,
the date of investigation completion, an indication of the next steps (corrective actions, disciplinary
sanctions, legal proceeding). Each allegation must be allocated a unique local sequential reference
number with the same format defined in the investigation portal.

For privacy reasons, this log should not contain names of individuals and any private or personal
information. Department names and titles should be used instead. The case names should be
generic without any perceivable relation to the case.

The local Special Investigation Leads (Head of Compliance / Managers) and who are
delegated to collect whistle-blows under the scope of their responsibility must report all
whistle-blows to the Head of Compliance and by delegation the Investigations Senior
Manager within the same month when the allegation is received.

d) Record Retention

The records in relation to any whistle-blow or investigation including allegations received from staff,
internal documentation of logs, decisions, internal or external data / information / document related
to investigations, legal records, third party investigation reports, and any type of physical or digital
evidences must be maintained for a minimum period of 10 years after the end of the year in which
the case was marked closed by the local Head of Compliance or by delegation Special Investigation
Lead.

Within or by the end of retention period, decommission of any of the above-mentioned data,
information or document strictly subjected to approval of the local Head of Compliance.

e) Reporting

The Head of Compliance and / or by delegation the local Special Investigation Lead must updates
the whistleblowing log in Special Investigation SharePoint portal monthly.

Based on the whistleblowing log, the Head of Compliance —prepare a quarterly dashboard for the
Audit Committee. The regional consolidated report is to be provided to Compliance Department.

The Head of Compliance and / or by delegation the local Special Investigation Lead must provide
a sanitized post mortem of all ‘material’ cases to the HSI, when the investigation is finished.
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The Head of Compliance must take the role or nominate someone where there is nobody in charge
to oversee ‘special’ investigations for an entity under her responsibility. The related appointment
communication must be archived locally and the name of the individual, as well as his exact scope
of responsibilities, must be communicated to the Head of Special Investigations.

Should there be a change of Head of Compliance or by delegation local Investigations Lead (due
to promotion, retirement, dismissal, departure, sick leave, etc.), the Audit Committee must be
immediately informed.

e) Consequence

The Head of Compliance and / or by delegation the local Special Investigation Lead has a duty to
advise management with regards to corrective actions, disclosure, sanctions and legal
proceedings.

It is the Management role to ensure suggested next steps are fully considered and applied
where relevant to the business.

Actions that should be taken for “Special” & “Material cases should be considered jointly by at
least the following member:

CEO

Chief HR Officer

Head of Legal

Relevant EXCOM member

At level, a Consequence Committee is being established to help set the Tone at the Top for
ethical and disciplinary considerations.

The Remediation plan developed by Management for Material cases will be challenged and
followed up by the Consequence Committee.
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4- ADDENDUM

a) Internal Stakeholders' contributions to Investigation Process

[
ok

Internal
Stakeholders' contri
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