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A. ANTI-FRAUD STRATEGY

1. INTRODUCTION

AXA Cooperative Insurance Company (“ACIC” or the “Company”) is providing general and
group life insurance services in Saudi Arabia and is committed to conducting its business
according to the highest standards of honesty and fairness. This commitment to observing the
highest ethical standards is designed not only to ensure compliance with applicable laws and
regulations but also to earning and keeping the continued trust of our clients, shareholders,
personnel, and business partners.

This document sets out the Company’s strategy and policy in relation to fraud and corruption. It
has the full support of the Boards” Members and the Company’s Senior Management Team.

2. CULTURE

ACIC strategy is to reduce fraud is based on deterrence, prevention, detection, investigation,
sanctions and redress within an over-riding anti-fraud culture, this culture will be promoted
across all stakeholders. The Board will seek to promote an anti-fraud culture within the
Company by publicising the impact of fraud on the Company. It will also seek to assist the
Company’s business partners to understand and reduce fraud threats through a programme of
awareness training. Furthermore, it will seek to deter fraudsters through specific publicity and
general campaigns. The company is committed to fraud control with an emphasis on proactive
prevention and detection measures in an effort to reduce opportunities which could lead to fraud.
The Company’s approach to fraud control centers on maintaining a legal and ethical climate
which encourages all stakeholders to protect the Company’s assets and escalate any suspicion of
fraud. This strategy is intended to establish certain minimum Company-wide requirements and
guiding principles.

ACIC has a zero tolerance to fraud. When a fraud is detected, suspected or alleged, ACIC will
fully investigate the matter, and implement measures (e.g. containment of the area under
investigation, sanction, police/judicial claim) to recover and minimize any loss to the Company.
Loss may be financial, reputational or regulatory. ACIC also considers fraudulent all intentional
wrongdoings intended at causing a loss to ACIC but detected before the occurrence of such
loss. Internal controls will be reviewed in the light of frauds to reinforce mitigation measures.

This strategy is based on Anti-Fraud Regulations issued by the Saudi Central Bank (SAMA)
which intends to establish certain minimum requirements and guiding principles.
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3. ANTI-FRAUD STRATEGY COMPONENTS

In order to combat fraud effectively the Company needs to adopt a well-defined “Anti-Fraud
Strategy” aligned to the overall Fraud Control Framework. The strategy will be carried out
effectively only if all levels of management and employees are involved in it. The four main
components of the anti-fraud strategy of the Company are:

Fraud Prevention
Fraud Detection
Fraud Deterrence
Fraud Response

COow>

These components are closely interlinked and furthermore they are conditioned by:

V Legislation - laws / regulations
V Risk Management
V Corporate Governance

The following diagram summarizes the main aspects of “anti-fraud strategy” of the Company.

Legislation

Fraud Fraud
prevention detection

Fraud
deterrence

WaLaFeueuw 1518

Fraud
response

Corporate governanc®
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The main component of our anti-fraud strategy is the fraud risk assessment, the first necessary
step, to be aware about the level of the weaknesses in the Company.

Fraud Risk Assessment is carried out on annual basis by horizontally scanning the company’s
activities to identify and monitoring the emerging fraud typologies such as consumer fraud,
payment card fraud, insurance fraud, authorized pushed payments

4. RELATED STANDARDS

This Strategy & policy document should be read in conjunction with the following:

Anti-Fraud Regulations

Anti-Money Laundering and Counter Terrorist Financing rules
Code of Corporate Governance and Ethics guide
Whistleblowing policies and procedures

X X X X

B. ANTI- FRAUD POLICES AND PROCEDURES

1. OBJECTIVE AND SCOPE

Q) Objective:
This policy outlines an organizational approach to managing fraud. It

o Defines what fraud means for ACIC
0 Sets out the elements of the Fraud Control Framework / Anti-fraud strategy:

1 Roles and responsibilities of management and staff in proactively reducing

fraud, through prevention and detection controls
1 Required elements of an investigation response function
9 Reporting requirements
(i)  Scope:

This policy applies to all types of fraud that may be experienced by ACIC, regardless of the origin.

The policy applies to all staff, be they employed on a permanent or temporary basis, regardless of

seniority and position in the organization. Management should ensure that all staff are required to
make themselves aware of this policy.

2. DEFINITIONS

ACIC defines fraud as a deliberate action or omission carried out by an individual or organization
which intends to create a loss to ACIC or its business partners, or a gain to the perpetrator.
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Fraud is a conduct issue, having at least of the following features:

o False representation or misstatement — a representation is false if it is untrue or
misleading and if the person making it knows that it is or might be untrue or
misleading.

o Failure to disclose information — a person becomes a fraudster if he dishonestly fails
to disclose to another person information which he has duty to disclose and intends
by doing so to make a gain for himself or another, or to cause loss to another, or to
expose another to a risk of loss.

0 Abuse of position — a person becomes a fraudster if they dishonestly fail to
safeguard the financial interests of another person, in a way that exposes that person
to the risk of or actual financial loss. A genuine error becomes a fraud if the
responsible person fails to disclose it to management, and ACIC suffers a loss.

Any intentional wrongdoing intended to cause a loss, but which is prevented by controls is still
considered to be a fraud. The actual or suspected loss to ACIC or its business partners and gain
to the perpetrator may be of a financial, regulatory and reputational nature.

Examples of fraud or dishonest acts covered under this Policy include, but are not limited to:

a)

b)

c)

d)

f)

Embezzling of the Company’s funds, including collecting premium on behalf of
the Company but not remitting them to the Company.

Misappropriating, misusing, destroying, removing or concealing the Company’s
assets, including money, tangible property, intellectual property and trade secrets.

Intentionally misrepresenting any aspect of one’s background on an employment
application or other documents completed or submitted in the process of obtaining or
continuing employment with the Company.

Intentionally making entries on the Company’s records, financial statements or
tax documents that are not accurate or in accordance with proper accounting standards.

Intentionally making entries on insurance policy or claims documentation that are not
accurate or in accordance with proper industry standards.

Forgery, falsification or alteration of business documents (including cheques, time sheets,

travel expense reports, contracts, policies, other financial documents, and electronic files,
etc.).
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Q) Dishonestly disclosing confidential and proprietary information (including customer data)
to outside parties; misappropriating proprietary information; or utilizing such information
to obtain a personal benefit. or

INTERNAL

h)  Offering bribes or kickbacks to, or accepting bribes or kickbacks from, government
officials, agents, or third-party providers.

The category of fraud shall include the following:

I. Internal fraud — fraud perpetrated by permanent or contracted staff, committed
by his/herself or in collusion with others (who may be either internal or external to

the Company).

Il.  Third party fraud — fraud perpetrated by third party, including third party provider against
the Company or fraud by insurance agents/or brokers against the Company or its

customers.

I1l.  Policyholders’ fraud — fraud committed in the purchase or execution of an insurance
product to obtain illegitimate coverage or payment.

3. FRAUD CONTROL FRAMEWORK

The ACIC’s Fraud Control Environment is composed of 7 pillars gathered in two groups. This
framework is reflected in the Anti-Fraud Strategy of the Company:

Board Oversight

Proactive fraud management

Control
environment

Fraud risk
assessment

Control
activities

- Code of
conduct
- Ethics

policy
- Fraud
policy

- Hiring and
promotion
guidelines

- Oversight of
the Audit

Committee
and Board

- Preventive
controls like
segregation
of duties,
delegation of
authority,
user right
management
- Detective
controls like
exception
reporting,
reconciliation

- Regular
review of
fraud
scenarios
with
management
- Evaluation
of fraud
risks (gross
and net) and
quality of
controls

Fraud
prevention

- Training
and
awareness
sessions
with
management
on fraud

Responsive fraud management ]
\ &
(" Escalation ) /Investigation\ 4 Reporting )
and response
- Suspicions - Fraud
of fraud - Authority to report to the
escalated investigate management
according to directly or and audit
the whistle- indirectly committee
blower - Unrestricted
policy access to
premises,
records and
staff
- Disciplinary
and / or legal
actions
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Independent Internal Audit Review

4. ROLES AND RESPONSIBILITIES

A. The Board:

The Board of Directors is responsible for the management of fraud risk. Its activities should
include the following:
9 The approval of the fraud management strategy
1 The mobilization of required internal resources to enable proper detection, measurement,
mitigation and monitoring of fraud risk in all market segments.
1 The promotion of the company’s anti-fraud values and strategy across the organization
and to the market.
The Board may delegate this responsibility to the Audit & Compliance Committee. The
management of the Company’s Fraud Control Framework and Anti-Fraud Strategy is outlined
below in the “three lines of defense” model.

ACIC Board
Board Committees

Management and staff are responsible for

Management and staff implementing and operating the necessary
15t line Executive management, controls to mitigate fraud risks. Fraud
management, and staff prevention and detection is  primary

responsibility of management.

The functions are responsible for facilitating the

Risk / control functions implementation of the fraud control framework
Risk management, and anti-fraud strategy and monitoring its
ond [ine Compliance, Fraud effectiveness. Fraud _in_vestigation should be
detection and handled by the specialist staff, remote from
investigation, Legal and day-to-day operations who may also guide the
Finance 1% line of defense in such activities where

trained resource is available.

Internal audit provides independent assurance

3dline Internal audit INTERN@n  the effectiveness of the fraud control
Fraud Control Strategy, Policy and Procedures — Revised Zelpfa?ﬁ)ég\pgﬂ( and anti-fraud strategy.9 |[Page
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External Reviews
External audit, Regulators, Rating agencies

The preferred organizational structure of the Fraud Control Framework locates anti- fraud
functions in the 2nd line of defense either as a distinct team or integrated in larger teams. This
fraud team must report to a sufficiently senior level in the organization and have unrestricted access
to the Audit & Compliance Committee to safeguard independence and objectivity.

B. The Management:

The CEO and Department heads of the Company have an overall responsibility for the design and
implementation of a fraud risk management program / strategy including:

0 Setting the tone at the top for the rest of the organization in the promotion of fraud risk
management, internal controls, and a zero tolerance anti-fraud culture.

0 Assessing the risks, including but not limited to fraud risks, involved in their area of
responsibility.

o Ensuring that adequate internal controls exist and function to detect, report and deter
fraud that are cost effective and commensurate with the magnitude of identified risks.

0 Encouraging staff to report reasonable suspicions of fraud and ensuring that staff is
comfortable to report fraud without fear of reprisal.

0 Reviewing and monitoring reports provided to the management on fraud risk, policies,
and control activities.

o Ensuring that management has adequate resources at its disposal to enable the
Company to achieve its fraud risk management objectives.

o Ensuring that exposure to fraud is considered when introducing new, or when
amending existing, systems and processes.

o Fraud investigation responsibilities and the Fraud Control Officer role must be
formally appointed by the management.

C. Staff:
All permanent, temporary and contract staff are responsible for assisting the Company in
safeguarding its funds and other assets, as well as protecting its reputation and business from

matters involving fraud, corruption and misconduct.

All levels of employees shall:
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Have a basic understanding of fraud and be aware of red flags pertaining to their areas.
Participate in the process of creating a strong control environment and understand how
they can prevent, detect, monitor and eliminate fraud and other irregularities.
Understand how and when fraudulent acts can occur or go undetected.

Read and understand the Company policies and procedures, especially those designed
to ensure compliance with ethical business practices and mitigate/identify fraud risks.
Report unethical or inappropriate events, behavior or practices, as well as any potential
breach of Company’s policies, or laws and regulations as per the reporting guidelines
of this policy.

D. Fraud Control Officers:

The Fraud Control Officer must be formally appointed by the management and has overall
responsibility for the oversight of fraud controls in the Company. The Fraud Control Officer is
responsible for:

(0]

(0]

Assist management in establishing and implementing a framework for adequate
internal controls to prevent and detect fraud.

Conduct regular monitoring activities and advise the concerned management on
potential threats, fraud risks and remedial action.

Establish and administer procedures and mechanisms to receive reports from internal
or external sources regarding potential unethical or inappropriate events, behavior or
practices, as well as any potential breach of the Company’s policies, or laws and
regulations.

Oversee and/or execute investigations and determine corrective actions as warranted
by matters reported by employees and stakeholders.

Seek necessary internal or external advice when dealing with issues of suspected fraud
cases as necessary and provide specific consideration and oversight related to exposure
to fraudulent activities.

Co-ordinate with law enforcement agencies for reporting frauds on a timely basis.
Provide necessary reports to management, Board and Regulator on fraud cases received
and actions taken to manage fraud risks.

Assist in laying down procedures for exchange of necessary information on frauds
amongst all insurers.

Create awareness on ways to counter fraud among the employees / policy holders at
regular intervals.

Prepare and submit to the board of directors on a yearly basis, comprehensive reports
detailing fraud occurrence, description, trends, and an assessment of the efficiency of
anti- policyholder fraud measures.

Fraud Control Officer must have direct access to the CEO and to the Chairman of the Audit &
Compliance Committee to escalate concerns. Fraud Control Officer must maintain oversight of
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all fraud investigations carried out, will be authorized to access any data and personnel in the
context of fraud investigations.

Fraud Control Officer detail contacts as follow:

Phone: +966 XXXXXXX:; Fax: + 966 XXXXXXXXX
E-mail:
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E. Internal Audit:

Professional Standards issued by the Institute of Internal Auditors require internal auditors to
apply due professional care with respect to fraud detection in conducting audit engagements. This
means:

Consider fraud risks in assessments of control designs

Have sufficient knowledge of fraud to identify red flags

Be alert to opportunities that could allow fraud such as control weaknesses

Evaluate the indicators of fraud and decide whether any further action is necessary
Notify the appropriate authorities within the Company when fraud has occurred and
recommend investigation

O O O0OO0Oo

Internal Audit should provide assurance on the efficiency of the Fraud Control Framework and
Anti-Fraud Strategy annually and a report regarding fraud occurrence, trends and mitigation
efficiency should be submitted to the board of directors.

Internal auditors should assess the fraud risk of all contracted insurance service providers on an
annual basis in a report to be submitted to the board of directors.

5. FRAUD RISK MANAGEMENT PROCESS

The general risk management cycle of the Company is as follows:

INTERNAL
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Risk
Management
Process

Fraud risk has a different nature comparing to other risks:

In fact, frauds are not resulting of accidental occurrences but represent a deliberate act. For this
reason, fraud risk should be assessed independently of the general risk assessment process.

Therefore, an efficient anti-fraud strategy should identify the weaknesses in the existing system
of controls and figure out if they can arise potential damage to the Company. The activity is called
“Fraud Risk Assessment”.

The fraud risk assessment needs to anticipate the behavior of a potential fraud perpetrator,
asking:

a. How might a fraud perpetrator exploit weakness in the system of controls?
b. How could a perpetrator override or circumvent controls?
c. What could a perpetrator do to conceal the fraud?

Consequently, fraud risk assessment includes the following three elements:
x  Risk identification

x  Risk likelihood and severity assessment
x  Risk response

INTERNAL
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x  Fraud Risk Identification:
It includes gathering
- internal information for identifying fraud risks: interviews, questionnaires, and
brainstorming with personnel of the Company and review of whistleblower complaints.
- external information from regulatory bodies, industry sources, and professional
organizations (e.g., The Institute of Internal Auditors (11A)), and comparison with other
organizations etc.

Performing analytical procedures:

- an assessment of the incentives, pressures, and opportunities to commit fraud. For
example, an employee incentive programs and the metrics on which they are based, can
provide a map to where fraud is most likely to occur.

- potential override of controls by management as well as areas where controls are weak
or there is a lack of segregation of duties.

- Analyzing an internal and external threats to data integrity, system security, and theft of
financial and sensitive business information.

x  Fraud Risk Likelihood and Severity Assessment:
Assessing the relative likelihood and potential severity of identified fraud risks should be based
on historical information, knowledge of the fraud schemes, and interviews with staff. The
likelihood of a risk occurring should be assessed on a gross and a net basis.

The gross basis assesses the inherent likelihood of the event occurring in the absence of any
processes which the Company may have in place to reduce that likelihood.

The net basis assesses the likelihood, taking into account processes to mitigate the chance of the
event occurring

The above assessment should be carried using the pre-defined levels of frequency — Frequency
Assessment Table and severity — Severity Assessment Table of the risk management department.

x  Risk Response:
Once the risks have been identified and assessed it is necessary to decide on the response that
should be given to them and perform a cost-benefit analysis of fraud risks over which the Company
wants to implement controls or specific fraud detection procedures.

The strategy of the Company for a single risk fall into one of the following categories:
a. risk retention (e.g. choosing to accept small risks)
b. risk avoidance (e.g. stopping sale of certain products to avoid the risk to occurring)
c. risk reduction (e.g. through implementing controls and procedures)
d. risk transfer (e.g. contractual transfer of risk; transferring risks to insurers)
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6. CONTINGENCY/RECOVERY PLAN

The Company has classified the fraud into two categories small and large-scale fraud. The fraud
is considered as “significant” when it meets any of the following criteria:

0 Foreseeable net financial loss exceeds SAR1Im.

0 Extended reputational risk occurs (for example, one-off adverse national media
coverage, an inability to service customers for extended period, frequent major impacts
on customers).

o Severe legal and regulatory risk arises (from for example a breach in regulations or
where a product is required to be withdrawn by the regulator).

Depending on the complexity of the fraud scheme the fraud escalation and investigation process
will be the same as described in this policy, however small-scale fraud may not include filing a
criminal complaint with law enforcement agencies or submission of an insurance claim where the
Management will dismiss the fraudster. In addition, where required the Company may engage
external experts to support on the recovery plan.
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7. FRAUD MANAGEMENT PROCESS

The Company follows the following fraud management process:

Fraud Detection Fraud Reporting
Fraud Fraud Prevention
Investigation and Control

U Fraud Detection
Fraud Detection is the identification of an actual or potential fraud. Frauds may be detected through
various methods such as Continuous monitoring process, Whistleblowing hotline, Internal tip-off,
External tip-off, By accident, Law enforcement investigation, Internal audit, Change of
personnel/duties, External audit, Corporate security and Risk management in addition to onsite
inspections of processes, employees, documents or early warning signals.

a. Red flags / Offsite monitoring
The Company conducts series of proactive monitoring of processes and transactions across
various functions and high-risk areas as identified in the Fraud Risk Register in order to detect
potential frauds or negative trends. monitoring activities help detect anomalies or identify
potential frauds. Examples of areas that may be monitored are premium payment through serial
cheques, customer contractibility and policy delivery trends, lapsation and claims trends, policy
splitting and replacements, AML transaction monitoring, employee expense claim trends, and
sharing of confidential data by employees with unauthorized persons.

b. Whistleblower policy:
A whistleblower is a person who escalates, exposes or reports any nature of information, operation
or activity that is presumed or alleged incorrect, unethical or illegal. In most cases, the misconduct
reported by the whistleblower violates a law and threatens the public in one way or another,
though any form of misconduct may be reported. The Company has a Whistleblower Policy
to ensure that employees report suspected unethical or illegal behavior or practices and to
protect them from acts of retaliation.

Employees must report suspected unethical or illegal behavior to Designated Whistle-blowing
Contact — Senior Compliance & AML Manager ( Fahad.Alzahrani@axa-cooperative.com ) or
Fraud Control Officer (for fraud incident). This includes concerns relating to possible
irregularities, governance weaknesses, financial reporting issues or other such matters. Under
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exceptional circumstances employees may report issues in confidence directly to the Audit &
Compliance Committee.

Requests for anonymity will be respected. In cases where an internal or external whistleblower
reports a matter to any employee, he/ she is obliged to immediately report the event to
Designated Whistle-blowing Contact— Senior Compliance & AML Manager

( Fahad.Alzahrani@axa-cooperative.com ) or Fraud Control Officer (for fraud event). Upon

receiving whistle-blows/allegations which falls under the categories of corruption,
misappropriation of assets, fraudulent financial statements or others fraudulent statements (e.g.
Alteration or misrepresentation of non-financial information, forgery & fictitious documents,
Fraudulent Claims, Omission of information), the Designated Whistle-blowing Contact will refer
the whistle-blows/allegations to Fraud Control Officer for analysis, investigation and reporting.

The Company will take steps to ensure the whistleblower is not subjected to retaliation, threats, or
harassment of any kind.

Sometimes, it is not possible to provide an exhaustive list of incidents and conditions that
should be reported. However, below are incidents that MUST be reported even in cases where
there is some element of doubt:

o

Fraud alleged or suspected fraud, business or financial irregularities, and any other
doubtful transactions concerning ACIC or a third-party involving employee.

Requests by police or similar official bodies for information, documentation or a
witness statement, except for questions on the existence of compulsory insurance cover.
Known, alleged, or suspected forgery of documents or signatures, irrespective of the
source.

Theft or unaccountable loss of any assets owned by, or in the care of ACIC.

Malicious damage to offices and equipment, including computer systems and data by
viruses or similar related security threats.

Anonymous letters or phone calls containing either threats or allegations of wrongdoing
against the Company by any employee.

Where the following apply to an employee, a report should also be made:

o

o

The questioning, arrest, impending prosecution or conviction by the local authority for
serious offences either committed or alleged.

The unexplained disappearance from their usual place of business, employment, or
residence.

The institution of bankrupt proceedings or the insolvency of any company that they
may have been involved with, where malpractice is suspected, and which results or
may result in a loss to ACIC.

Activities designed to defraud the Company are regarded as theft. Where fraud is
established, a report to the authorities is a likely outcome.
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The information can be in writing or orally - with as much specific factual information possible.
Identity of person reporting should always be disclosed while submitting the report, except where:

o relates to accounting, internal accounting control or auditing matters (including fraud
in connection with any of these matters), and

o relates to an employee whose responsibilities provide them with a role or knowledge
in these areas.

Anyone who makes a report in bad faith or otherwise abuses the reporting system may be
subject to disciplinary action and may also be subject to legal action.

c. Internal and external audits
Internal and external audits and inspections play a vital role in detecting and deterring frauds.
Auditors may conduct proactive checks to search for frauds not limited to misappropriation of
assets, and financial statement fraud. This may include the use of computer-assisted and analytical
procedures to isolate anomalies and performing detailed reviews of high-risk accounts and
transactions.

d. External sources
Complaints regarding malpractice and fraud may include those made by external parties not
limited to customers, distributors, agents, vendors, and service providers or those routed through
regulatory bodies and law enforcement agencies.

e. Customer complaints
Customer or claimant complaints alleging fraud by employees, agents, distributors, or any external
party will be escalated to the Fraud Control Officer by internal teams not limited to customer
service, claims and renewals.
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The details of report detection and incident reporting process as per the below flowchart:

Suspect fraud or other illegal act involving the
organization by an employee or perpetrated on the
organization

l

Discuss with HR/FCO

Discuss with your line manager/head of department

\4

If suspicions appear well grounded, department
head or head of HR inform the Fraud Control R
Officer (FCO)

FCO records details immediately in a log

l

FCO considers need to inform chief internal auditor
and/or chief executive, external auditor and BOD

l

Where applicable FCO to initiate action to end
loss, and correct any weaknesses in controls or
supervision
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U Fraud Investigation:

The Company follows the following fraud investigation process:

Incident reporting Response

Investigation process

a. Incident reporting:
ACIC encourages all employees to escalate suspicions of fraud within the policy & procedures
set out in the Whistleblowing policy & procedures.

ACIC encourages any complaint to be nominative to facilitate the investigation.

Nevertheless, the complainant’s name can be kept confidential at all stages of the investigation if
required so by the complainant.

b. Investigation process:

i. Statement of intent:

ACIC will maintain cost effective mechanisms that ensure suspected fraud is thoroughly and
appropriately investigated, so that the firm understands the impacts and root causes of all such
events and responds consistently to each issue as it arises.

ii. Investigation Standard:
All fraud investigations will be overseen by the Fraud Control Officer.
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The escalation criteria, response procedures and protocols will be defined depending on the fraud
and should address on how they will manage identified fraud events, which specifically describe
the resources which will be made available to undertake investigations in compliance with
applicable laws and regulations. These protocols must be reviewed by the Audit & Compliance
Committee.

Investigations will be concluded with a final report detailing the allegation, inquiries undertaken,
findings, conclusions, resolution, corrective steps to be undertaken, and control improvements
recommended. The report will be prepared in a manner which meets the needs of the Audit &
Compliance Committee / Board whilst complying with local legal requirements to avoid putting
prejudicing legal and criminal prosecution.

iii. Investigation Objectives:
A fraud investigation consists of gathering sufficient information to determine whether fraud has
occurred, who was involved, the methods used to circumvent controls, and the loss or exposures
arising. Investigations will be sensitive to the rights of individuals but will be conducted on an
independent basis regardless of the suspected wrongdoer’s length of service or position in the
organization.

Key elements which must be taken into account in undertaking an investigation include:

o Confidentiality.

0 Maintaining the integrity of the investigator, ensuring no possible conflict of interest
with the area being investigated.

o Evidence collection, preservation, and presentation standards.

o Documentation of the investigation steps and decisions taken.
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The details process of the fraud investigation as follow:

FCO to start and oversee the
investigation

Investigat
e

internally
to decide

Case I

Con

of making good the

loss

sider possibility

Loss
Recovered

Yl
In conjunction with head of HR,

implement disciplinary
procedures if appropriate
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> Diary of events
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Auditors, Legal and Police
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Loss
Recovered

Consider possibility of

making good the loss

including a civil action
for recovery

Initiate dismissal
procedures

l

FCO updates the fraud
log

Share with AC, BOD and
SAMA
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c. Response to Investigation Findings:
ACIC’s management will consider and take appropriate actions (punitive actions, recovery plan,
and corrective actions including amendment of the Anti-Fraud policy and procedures) in response
to fraud investigation findings.

U Fraud Reporting:
The Fraud Control Officer will at least on a quarterly basis, share Fraud reports and dashboards
with internal management and stakeholders. Further, at least on a half yearly basis, update the
Board through the Audit & Compliance Committee.

Where necessary ACIC should share information on incidences of fraud as well as fraudsters
with relevant authorities and with SAMA.

U Fraud Prevention and Control:
As highlighted before, the Company’s management is responsible for establishing procedures and
controls for preventing frauds and safeguarding assets of the Company.

The Company uses following fraud prevention methods:

a. Punitive fraud prevention methods: use increasing punishment to make individuals too
fearful to commit it.

b. Defense method: concentrate on limiting the opportunity for committing a crime, such as
improving internal controls within an organization or adopt an adequate risk assessment
procedure.

c. Interventionist method: to use the ethical culture creation or fraud awareness program in
order to influence the behavior and mentality of the people to do the right thing which is
the foundation to everything we do.

Among others, following procedures are quite important in the fraud prevention for the Company.

Anti-fraud controls - Internal Fraud:

- Anti-fraud trainings and fraud awareness programs. The human resource department of
the Company develop and provide the necessary training on the purpose of the fraud risk
management program, including the codes of conduct and ethics, what constitutes fraud,
and what to do when fraud is suspected.

- Authority limits: Another defense in fraud prevention is right alignment between authority
and responsibility. Further the segregation of duty must be appropriate. Job descriptions
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should be defined clearly across the Company, detailing the roles and responsibilities of
the management and staff. Further, Functions that might be susceptible to conflict of
interest should be separated.

- Pre-employment screening: Pre-employment screening is a process of verifying the
qualifications, suitability, and experience of a potential candidate for employment.
Techniques used include confirmation of educational and professional qualifications,
verification of employment background, criminal history searches, and credit checks. For
all screening, the organization must obtain the individual’s written permission and all
documents must bear the individual’s name.

Pre-employment screening will reduce the likelihood of people with a history of dishonest
or fraudulent behavior so it would be considered as an important fraud prevention
procedure.

- Vacations and job rotations for management and staff is key sensitive positions should be
mandatory.

- Maintenance of personnel records: Comprehensive and complete personnel records for 10
years after the personnel’s departure. These records can be accessed by SAMA examiners
upon request.

- Transaction level procedures: Special focus / reviews of the third-party and related-party
transactions can help prevent fraud.

The Company should restrict the access to cash and electronic transfers by:

- Setting up physical and procedural security measures over the availability and use of cash,
assets, and information systems.

- Arranging for cash and electronic transfers to be dealt with by more than one person.
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Further to prevent the cyber frauds, the Company should enforce strict information technology
rules, including but not limited to:

Restricting the physical access to computer server rooms.
Monitoring the access rights to networks.

Limiting and monitoring remote accesses to networks.
Controlling and renewing network passwords on a regular basis.

Implement network security and audit trail.

Anti-fraud controls - Third Party Fraud:

Due diligence (financial, reputational, etc.) for the appointment of new insurance service
provider.

Setting up fraud management agreements with each contracted insurance service provider
to ensure compliance with minimum anti-fraud requirements of the Company.

Commission management (commission linked to premium collection, commission limits,
commission deposit, premium cash collection prohibited for the third-party service
providers, etc.).

Anti-fraud controls - Policyholders’ Fraud:

Keep strengthening the policy designs to reduce the occurrence of fraud. Setting of basic
conditions to the acceptance of new clients.

Claims assessment procedures should robust and comprehensive to verify the claim’s facts
and validity. Fraud indicators set to flag suspicious claims.

Policyholders’ awareness in terms of consequences where they provide false or inaccurate
information.

The Company to set a right balance between development targets, customer satisfaction,
and fraud detection.
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8. FRAUD INDICATORS

Fraud indicators are tools used by the Company to help prevent and detect the frauds. Examples of
typical fraud indicators are provided in Annex — 2. The frauds would also include cyber threats
such as illegal hacking, cyber-attack, denial of services, credit and theft, data leakage incidents
amongst other. An illustrative list of types of information technology frauds enumerated in Annex
-3.

9. TRAINING AND AWARENESS

The human resource department of the Company develop and provide the necessary training on
Anti-fraud awareness programs which covers all aspects of fraud and irregularity that can affect
the company and how employees and officers can help prevent it and report any concerns, in
addition to the codes of conduct and ethics, what constitutes fraud, and what to do when fraud is
suspected.

The Training and awareness program will be provided on annual basis to the Board Members,
Officers and Employees. In addition will be communicated to the Customers, Third party
providers and business partners to help with fraud prevention.

10. REVIEW AND CHANGES

A review on this document shall be carried out at-least on a yearly basis or when there is a
material change in the described procedures.

A review of the document is also to be carried out and appropriate modifications be made in
line with any change in the Anti-Fraud Regulations of SAMA.
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Annex - |

Fraud Report - Form

FRAUD REPORT - FORM

INTERNAL

ACIC Cooperative Insurance Company

BUSINESS UNIT:

REPORT DATE:

EMPLOYEE INVOLVED?

YES[ ]

NO [

]

AGENT/ SALES
REPRESENTATIVE
INVOLVED?

YES|

]

NO [

]

THIRD PARTY PROVIDER
INVOLVED?

YES[ ]

NO [

Discovery Date

Estimated Loss Exposure

Recovered Amount

Number of Policies Involved

Number of Customers Involved

Reporting to Law Enforcement

YES|

NO [

]
]

Name of Law
Enforcement Agency

Brief Case Background - Description of Fraudulent Act

Immediate Actions Taken

Reported by:

INTERNAL
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[Name and Designation]

Annex - 11

Fraud Example Indicators

Table I: Internal Fraud Indicators

Business practices and conditions

Governance and
Organizational
structure

Single individual or group of individuals acting together drive operations and/
or financial decisions

Company’s strategy changes suddenly

Organizational structure is Complex

Executive directors are numerous

Directors, managers, members of staff, external businesses and contractors have
conflict of interest

Commission structures are unusual

Operational
Management

Training programs are weak

Transaction time, place, and parties are unusual

Activities are inconsistent with the insurer’s stated policy

Management turnover is high

Staff turnover is high in financial and/ or accounting departments

Obsoleteness or lack of procedural manuals

Documentation for transactions, processes or expenses is limited

Tasks and transactions are complex and require special skills

Accounting and
Finance

Assets are restructured without justification

Accounting procedures are weak

Financial results and ratios are uncorrelated

Share value changes without explanation

Costs rise unjustifiably or are high compared to Competitors

Financial issues emerge

Internal Control

Internal control structure is weak

Internal Audit

Information from prior audits is insufficient

Internal audits are weak or non-existing

Information Data and asset security system is weak

Technology

Complaints Number of complaints received from external parties is high
Conduct

Governance and

management matters

Fraud Control Strategy, Policy and Procedures — Revised February 2022

Board of directors emphasizes unduly on meeting earning projections

Board of directors and management take undue risks

Board, managers, or members of staff have insufficient levels of income to meet
personal debts or financial losses

Board, managers, or members of staff appear to be living beyond their means

Board, managers, or members of staff change lifestyles suddenly
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Board, managers, or members of staff display marked personality changes or
intense family pressure

Board, managers, or members of staff have a feeling of unfair treatment

Board, managers, or members of staff display extreme greed for personal gain

Board members and managers incur significant increase of expenses

Board of directors and/ or management provide unsatisfactory answers to the
supervisor’s or auditor’s guestions

Directors and/ or management have a poor reputation in the business
community

Board of directors and/ or management display overly aggressive attitude
toward financial reporting

Board of directors and/ or management place undue pressure on the auditors

Board of directors and/ or management do not comply with laws and
regulations

Board of directors and/ or management display dominant management style,
discouraging critical or challenging views from others such as members of staff

Working environment

Morale is low within the insurer or within certain departments of the insurer

Relationships at work are inappropriate or acting of individuals is unusual

Earning ability is lower than that of other comparable Insurers

Company faces adverse legal conditions

Managers or members of staff work late, are reluctant to take vacations and
display signs of stress

Operational
management

Finance

Staff recruiting processes contain problems

Management fails to follow proper policies and procedures in making
accounting estimates

Processing of payments is done at odd times (e.g., late in the day, after business
hours, etc.)

Insiders reduce holdings of insurer’s stock

Table I1: Typical Insurance Service Provider Fraud Indicators

Intermediary is in financial distress

Portfolio

Portfolio is small but has high insured amounts

Number of insurance policies where the commission is higher than the first
premium is high

Portfolio contains an arrear of premium payments

Portfolio displays high amount of claims fraud or a disproportionate number of
high risk insured individuals, (e.g., elderly people)

Operations

Intermediary operates outside the region of the policyholder

Intermediary asks for an immediate or in advance payment of commission

Intermediary asks the policyholder to make payments via the intermediary
himself which is an unusual business practice

Intermediary receives premiums and pays commissions that are above or below
the industry norm for the type of policy

Intermediary has a relatively high claims ratio

Intermediary has an exceptional increase in production without apparent reason
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Intermediary has a high level of early cancellations

Intermediary has a high number of unsettled claims

Intermediary insists on using certain loss adjusters and/ or contractors for
repairs

Intermediary changes control or ownership frequently

Conduct Intermediary has a personal or a close relationship with the client

Intermediary changes name and address frequently

Intermediary has a number of complaints or regulatory inquiries
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Claimant s Behavior

INTERNAL

Table I11: Typical Policyholder Fraud Indicators

General conduct

Claimant doesn’t do anything to prevent or limit the damage

Claimant provides evasive answers and does not cooperate during a
reconstruction

Claimant gives inconsistent statements to the police, experts, and third parties
Claimant hides details of claim to other people (e.g., family, friends, neighbors,
etc.)

Claimant handles business in person or by phone, while avoiding written
communication

Claimant displays detailed knowledge about insurance terms and claims
processes

Claimant checks the insurance coverage shortly before the claimed event
Claimant modifies address, bank or telephone details shortly before a claim is
made

Claimant insists on using certain contractors, engineers, or medical practitioners
without a convincing reason

Claimant avoids giving information concerning denial of previous insurance
when applying for a new insurance

Coverage Policyholder possesses several policies with the same insured object and
coverage
Policyholder changes insurers frequently
Policyholder insists on changing terms and conditions
Claimant does remarkable filing of the claim (e.g., claimant seeks help of a
lawyer or other professional advice in reporting the claim)

Payment Claimant requests that payment is made in cash

Claimant requests that payment is made into different accounts
Claimant requests that payment is made to a third party
Claimant insists that the payment exceeds the value of the damaged goods

Speed of settlement

Claimant insists on quick settlement of a claim

Claimant threatens to bring in a lawyer if the claim is not settled swiftly
Claimant enquires frequently about the progress of the claim

Claimant accepts a low payment to settle the claim quickly

Claimant s Characterist

ics

Background
Information

Claimant provides vague information regarding identity of policyholder and/ or
beneficiary

Claimant uses a post office box or hotel as an address, moves repeatedly, gives
false addresses, or has a non-matching telephone number and address

Claimant refuses the disclosure of claims history with other insurers

Personal and Financial
Situation

Claimant has an usual and/ or difficult occupational situation (e.g., unemployed,
self-employed, frustrated with job, facing disciplinary action, seasonal worker,
or in an industry experiencing downsizing and lay-offs)

Claimant is experiencing a bad financial situation
Claimant faces a difficult family situation (e.g., divorce)
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Claimant has a relationship with known fraudsters or criminals

Claimant has a history in bad claims

Insurer is experiencing difficulties reaching the claimant

Claimant lives in a known fraud area

Documents

Forms Application forms are incomplete and/ or unsigned

Claim forms are incomplete and/ or unsigned

Claim forms are modified frequently

Application form and the inception date of the cover are different

Application form and claim form are inconsistent

Receipts and Reports Minor losses are sufficiently documented while major ones are not

Reports Documents/ receipts are unspecific, modified, or unreadable

Original documents/ receipts are missing; only copies are provided

Receipts are new (e.g., not wrinkled, clean) for old events or products

Receipts contain different handwritings

Documents display odd dates (e.g., during holidays, after business hours etc.)

Doubtful receipts are provided, from companies that do not exist, have ceased
operations, or are insolvent

Doubtful receipts are provided, with differing dates but with successive
numbering

Foreign receipts contain unspecified currency

Reports from medical practitioners or other authorities (e.g., police) are
inconsistent

Documentation from foreign countries is different from the expected format or
content (e.g., use of incorrect language)

Claims’ Characteristics

Submission of Claims are submitted by a third party without proper power of attorney
Claim High claims are submitted frequently
Claims submitted display prevailing connections
Timing of Claim is filed in one of the following cases:
Claim — Shortly after coverage becomes effective.

— Just before cover ceases.
— Shortly after the cover has been increased or the contract
provisions are changed.

Loss occurs just after payment of premiums that were long overdue

Damage occurs in the period of provisional cover

Size of Claim Loss is actually far higher than first reported

Loss claimed is just below the threshold that causes additional checks by the
insurer

Amounts insured and the characteristics (e.g., age, profession) or lifestyle of the
policyholder are inconsistent

Indicators Specific to Business Classes

Property claims (including disaster fraud)

General Losses and the characteristics (e.g., residence, occupation, income, lifestyle,
Property etc.) of the policyholder are inconsistent
INTERNAL
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Losses and Claimed losses and the findings in the police report are inconsistent

Claims Damaged items cannot be/ are not examined by loss adjusters

Destroyed items are in bad shape

Large amount of cash is stolen
Fire Fire affects a single property or building without affecting others

Policyholder, family and pet are absent during a fire

Items of sentimental value (e.g., photograph albums) or family heirlooms are
not lost or damaged during fire

Absence of physical evidence of the place where heavy items were located
(e.g., indentations in the carpet from furniture)

There are multiple sources of fire

Origin of fire is unknown

There is no evidence of burglary in case of arson

Building is unoccupied and without surveillance at the time of fire

Building is disconnected from public utilities at the time of fire

Fire is not detected by fire alarm

Fire alarm is switched off coincidently

Fire alarm is switched on, but blocked by objects

Fire is detected shortly after people leave the building

Car Accidents Car damage and/ or injuries are exaggerated, claims are fabricated or accident is
staged

Circumstances of accident are identical as a previous claim or with the same
lawyer
Blame on the accident is accepted too easily

Police and/or emergency services are not contacted immediately after an
accident with substantial damage

Claim for recovery damage is not made immediately after an accident with
substantial damage

Relationship exists between the people involved (e.g., between passengers of
the different vehicles, between patient and doctor, etc.)

One of the individuals involved has a rental car

Driver of the rental car accepts blame easily

Eyewitness is very cooperative

One of the vehicles involved in the accident is old and the other is new
Severe damage occurs without a collision (e.g., swerving)

Both people involved are foreigners from the same country

Claim involves victims with no own damage insurance and/or one who would
be at risk if found at fault

Testimonies are very similar or strikingly different after an accident
Reported injuries are remarkably similar

Damage does not match the injuries (e.g., little physical damage but severe
personal injuries)

Inconsistencies in the damage of the cars involved (e.g., one with minor
damages, the other with severe damages)

Injuries are difficult to observe objectively (e.g., headaches or whiplash)
Marks at the location of the accident are absent or difficult to find
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Accident occurs in a deserted location

Car Theft

Vehicle has an unusual registration number

Vehicle has been registered very recently

Vehicle is stolen just after the end of the “new-value period”

Registration certificate is inside the vehicle or is lost before the theft

Vehicle keys are not the original ones

Vehicle alarm is switched on but does not work

Stolen vehicle is recovered completely undamaged

Stolen vehicle is recovered with valuables/ documents

Age or social position of the insured and the make and model of the vehicle are
inconsistent

Claimants
Conduct and
Employment
Information

Losses are described vaguely

Claim is filed with delay

Items are over-insured substantially

Claimant gives very detailed description of the property or a detailed photo
report at the preliminary stages of the claim

Lists of property in the claimant’s and the loss adjuster’s reports are in the same
order

Items insured are new according to the claimant

Inconsistencies exist in the claimant’s account

Claimant does not want the claim handler to contact his employer directly

Claimant’s employment information is suspicious

Claimant started his employment shortly before the accident occurred

Police Reports

Police report is not provided when expected

Discrepancies exist between the claimed losses and the findings in the police
report

and Conduct

Travel
Loss is reported a long time after the trip
Mismatch exists between insurance term and holiday period
Life
Policyholder Relationship between the policyholder, the insured and the payer of the
Information premiums is unclear

Policyholder or beneficiary owns several policies with different addresses

Policyholder accepts unfavorable conditions

Insured amount and standard of living of the policyholder are inconsistent

Payments and
Beneficiaries

Payments are requested to be made to others rather than the policyholder or the
beneficiary

Premium is paid in cash

Premium is made in foreign currencies or from a foreign bank account

Payment is made to unrelated third parties

Policyholder and beneficiary have a significant age difference

Beneficiaries of policy are frequently changed

Beneficiary’s name and account number are inconsistent

Cancellation
of Policy

Request for cancellation of policy or refund of premiums are made shortly after
the cooling off period

Request for cancellation is not signed or signed by an unauthorized third party
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Time and
Place of Death
or Claim

Claim of suicide or a criminal offence is made shortly after inception of the
policy

Change of policy provisions or beneficiary is made just before death or
disability

Insured is claimed dead while abroad

Disability claim is made just after a premium default

Missing Death

Body of deceased is missing or unidentified

Information Original death certificate is unavailable
Cause of death or disability is suspicious

Transport

Operations Weighbridge is non-calibrated

Goods are delivered after theft

Drivers are paid per trip

Documents are handled without sufficient supervision (e.g., in hotels,
restaurants)

Goods are transported to a destination that does not have a market or proper
processing facilities

Goods are repacked to larger volume entities

Goods destined to developing countries are over evaluated

Inconsistencies

Inconsistencies exist between insured volume/weight and the real weight

Inconsistencies exist between the insured volume/ weight and the type of goods

Inconsistencies exist between the insured amount and market prices

Related Parties

Parties involved have a bad reputation in the business

Endorser is different from claimant

Intermediaries are non-cooperative

Healthcare

Conduct of Physicians are changed frequently

Claimant Claimant has multiple disability policies
Claimant claims a disability and is involved in active employment or in a
physical sport or hobby
Claimant develops additional injuries allegedly related to the initial injury or
illness when it appears that the claim will be terminated
Claimant’s illness or injury occurs shortly before an employment problem (e.g.,
disciplinary action, demotion, layoff, strike, termination, or down-sizing)
Claimant visiting more than two medical providers for the same case

Conduct of Emergency services are not contacted

Physicians Prescriptions are cut or altered

Documents contain misspelling or misusing of medical terminology

Improper identification numbers are used

Attending physician is not in the same geographic region as the claimant

Incorrect or conflicting diagnosis from different medical providers are given

Treatment provided to the claimant is inconsistent with the report diagnosis

Treatment is scheduled on holidays or other days when medical facilities are
normally closed

Attending physician’s specialty is not consistent with the diagnosis
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Annex - 111

Illustrative List of Cyber Frauds

a.

Identity theft - Identity theft results in a cyber-criminal stealing sensitive data and using
it to conduct transactions on ecommerce sites. A new form of identity theft is called
pharming which sends customers to fraudulent websites. Since most e-commerce
platforms store customer payment information in their databases, it is rather easy to take
over control of the account.

Clean fraud - A cyber-criminal perpetrating clean fraud uses a stolen credit card in such
a way that they are able to avoid alerting the fraud detectors. Often this is because the
criminal has stolen enough information about the credit card holder that they can easily
pass the transaction off as legitimate.

Triangulation fraud - As the name suggests, this type of fraud requires three key “pillars”
to execute properly. First, criminals will create a fake online storefront, where they claim
to sell high-target items at low prices. Secondly, the stolen credit card information and
personal information collected during this process will be used to order items online and
have them shipped to the original card owner. The criminals then use the information to
make additional purchases. Since these transactions occur shortly after a legitimate
purchase, the fraud will usually remain undetected for weeks, if not months.

Merchant fraud - goods are offered at cheap prices but are never shipped. The payments
are, however, not returned. It is not specific to any particular payment method, but this is,
of course, where no-chargeback payment methods (most of the push payment types) come
into their own.

Advanced fee and wire transfer scams - This is the classic “Nigerian Prince” scam.
The cyber-criminal asks for money upfront, in return for a lot more money later. While the
Nigerian Prince scam is formulated to specifically target individuals, scammers have come
up with a practice that targets businesses, specifically ones that provide services. The
general formula is that the scammer reaches out to the business via email as a prospective
client. They say they want an impressive amount of work from the business, but first, they
are working with a third-party company who they need to pay and, for some reason, cannot.
These reasons may even sound legitimate. They shall ask you to send the third-party
business some money, which they assure you will be paid back and far more.

Card testing fraud — Card testing fraud is the practice of creating and testing the validity
of a card number, in order to use it on another website to commit fraud. Fraudster target
websites which give a different response for each type of decline: for example, when
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a card is decline due to an incorrect expiration date, a different response is given, so they
know they just need to find the expiration date.

g. Eavesdropping — This way an attacker gets access to data paths in the network to "listen
in" or interpret (read) the network traffic. When an attacker is eavesdropping on your
communications, it is referred to as sniffing or snooping. An attacker may also use special
programs to construct IP packets that appear to originate from valid addresses inside the
corporate intranet.

h. Data Modification - An attacker modifying the data in the packet without the knowledge
of the sender or receiver.

i. Sniffer Attack - A sniffer is an application or device that can read, monitor, and capture
network data exchanges and read network packets. If the packets are not encrypted, a
sniffer gets full view of the data inside the packet.

j. Application-Layer Attack - An application-layer attack targets application server by
deliberately causing a fault in a server's operating system or applications. This results in
the attacker gaining the ability to bypass normal access controls.

k. Phishing - In this case an email asks for user 1D, passwords, credit card details and other
personal information. The sender seems to be a credit institution that needs a confirmation
of some information due to a change in the system. Phishing allows criminals to get
access to bank or other accounts and it can be used for identity theft.
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